
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

cent in 2008. Targeting 
 cybercriminals maximize profits. This 

complex, ever-changing malware delays identification and slows delivery of traditional anti-virus 
signatures. Now community threat intelligence and early access to sophisticated research tools change 
this threatscape. McAfee Artemis Technology captures relevance, frequency, and fingerprints from 
malware in real-time to quickly discover and accurately assess the risk of new threats. It instantly 
transmits the appropriate response, without relying on new .DATs, client software, or administrative 

ew detection and response 
. 

 

 

 
 
 
ABSTRACT 
 
According to McAfee® Avert® Labs, malware will increase in volume by 300 per
and one-time-use technologies are driving the numbers as

effort. This real-time network integrates threat disciplines and introduces n
models that will provide effective protection as the malware wars escalate
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From Zero-day to Real-time
 

unity threat intelligence 

Avert® Labs 

all of 2006 and 

2007. More frightening: today’s subtle, real-time malware acts before traditional signature-

 detect and resp emand a new 

How McAfee Artemis Technology combats real-time cybercrime with comm
 
There’s no economic downturn in the business of cybercrime. McAfee® 

detected more malware in the first five months of 2008 than were found in 

based protection can ond. Cybercrime’s new techniques d

weapon. McAfee Artemis Technology combines innovative ideas with web communities for 

The Changing Threatscape  
 
In cybercrime, the longer an exploit go
and unknown, the more data it steals an
does. Expensive damage. 

es und
d da

mers see an average loss of $1200 
7 CSI/FBI 

ann
 $350

ince th
igh.’’  

A Free Market 
Cybercrime has adopted progressive business
practices and advanced programming techni
match the growing prizes, maturing technol
and rich demographics of the Internet. No lo
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Figure 1. Cybercrime's distributed, optimized ecosystem.  
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anti-virus tools are becoming ineffective as fine 
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Figure 2. Avert predicts malware volumes will grow 
300 percent from 2007 to 2008 as cybercrime 
expands. 
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Figure 3. The scale and complexity of detection followed by a serial response 
model create a dangerous protection gap today. 
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Massive volume------there are more suspicious 
samples to sift through to find malicious code. 
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The concept is simple. From millions
much larger number of systems than ev
possible, McAfee Artemis Technology

 of active 
er befo

 captures and 
correlates fingerprints of new and potentially 
malicious code. In milliseconds, sophisticated McAfee 
Avert threat analysis tools crosscheck characteristics 
and intelligently assess each sample's likely threat 
level. Then McAfee Artemis Technology tells the host 
system how to respond to minimize risk. 

Automated capture 
More than 125 million computers run McAfee 
security products every day around the world, with 
more connected to the McAfee Total Protection 

users, a 
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Service for hosted secu
detection syste
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ms only received update files and 

dule. Now, this 

 automated 
iate assessment. 

de a staggering number 
mputer contributes a 

handful of fingerprints daily------it offers the freshest 
possible insight into potentially malicious files. With 

ts, sophisticated heuristics 
ed on 

ctivity, signature, source, frequency, and 
geography. 

 threat vector------the 
rmat of the threat------

d itself, in detail, to help 
isolate and identify new threats. 

d pre-analysis tools 
le based on Avert's 

They generate 
o support a 

very accurate recommendation about how defenses 

lacklists cause 
own bad code when there 

is a low-risk of false positives. Whitelists ensure 
gh by clearing known 

 has been proven in the 
fight against spam, especially the rapid evolution of 
spam and phishing campaigns. Lightweight whitelists 
and blacklists help McAfee anti-spam keep up with 
targeting, resulting in a 98 percent accuracy rate 
with no false positives (Source: West Coast Labs, 
October 2007). 

As new data comes in, the analysis activity adapts. If 
a sample suddenly comes up repeatedly, its analysis 
takes priority: this may be a potent new threat. This 
dynamic response helps McAfee Artemis Technology 

threat information on a sche
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Zero-touch, Zero-cost Enablement 

McAfee Artemis Technology takes effect painlessly. 
In the enterprise, there's zero effort by the end-user 
or the administrator, since McAfee Artemis 
Technology operates on existing agents, scanning, 
and management infrastructure. There's nothing 
new to test or pilot, no tedious rollout or 
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Figure 5.  Active Protection synthesizes the research of multiple
disciplines to assess the probable risk of each code sample.
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For example, McAfee Host Intrusion Prevention 
customers use application controls today to restrict 
application use on systems. Administrators can 
explicitly define applications that may run (the 
whitelist) or must never run (the blacklist). 
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Figure 6. Agents use Active Protection for an immediate, relevant 
threat assessment based on the latest Internet activities and threat 
analysis 
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To recognize and shut down these complex attacks, 
Host and Network Intrusion Prevention Systems (Host 
IPS and Network IPS) use behavioral inspection that 
monitors a variety of system operations looking for 
suspicious or unusual activities. 

Behavioral protection is a logical extension of the 
McAfee Artemis Technology real-time model. From 
acting based on file attributes------fingerprints, the 
way a file is packed, or its prevalence and 
frequency------protections can act based on multiple 
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 detection and response 
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return instant, accurate 
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McAfee Avert Labs is the global research team of 
McAfee Inc. With research teams devoted to 
malware, potentially unwanted programs, host 

risk, and respond with the appropriate 
reaction. 
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Conclusion 
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